April 26, 2011
TO:

Federal Trade Commission

RE: Proposed Consent Agreement In the Matter Google, Inc. (Google Buzz),
File No. 1023136
We appreciate this opportunity to comment on the proposed consent agreement,
specifically, regarding privacy issues raised by the Google Books product, which
involves both searching and selling books. We believe it is very important for
readers’ rights that Google take adequate steps to protect the privacy of Google
Books users. The Commission’s proposed consent order offers a unique
opportunity to protect reader privacy and free inquiry.
The Association of Research Libraries (ARL) is a nonprofit organization of 126
research libraries in North America. Its mission is to influence the changing
environment of scholarly communication and the public policies that affect
research libraries and the diverse communities they serve.
Like many stakeholders, ARL expressed concern about reader privacy and
intellectual freedom in connection with the proposed settlement of litigation
concerning the Google Books project.1 Although Judge Chin rejected the
proposed settlement on other grounds, he acknowledged the privacy concerns in
his opinion.2 The novel business arrangements contemplated by the settlement
are less likely to come about, but Google Books as it currently exists already
poses significant challenges for reader privacy.3 Google is still selling e-books
and offering a book search service, and these services give Google the
opportunity to collect huge amounts of data about what users read and research,
the books they own, and even the books (and pages of books) they browse.
Because Google’s business model involves using data collected from its free
services to sell targeted advertising online, Google has ample motive to collect
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highly granular information about its users’ reading habits. This behavior should
be constrained by reasonable privacy protections.
The United States has a long tradition of protection for reader privacy. Indeed, 48
states and the District of Columbia have laws to ensure that information about
what we read in libraries is protected from unreasonable intrusion, and the
remaining two states have analogous executive branch policies. This tradition
has strong roots in the First Amendment right of expression as well as the Fourth
Amendment right of privacy. Academic freedom requires the freedom to search,
browse, and read on any subject without fear of undue intrusion by government
or private industry. That tradition of robust protection for reader privacy should
continue for online reading.4
Accordingly, the comprehensive privacy program required by Part III of the
proposed consent order should reflect this deep tradition by putting in place
appropriate protections for the information Google might gather about its
Google Books users. In our submissions to Judge Chin, ARL and our allies
supported the many helpful privacy recommendations put forward by the
Center for Democracy and Technology,5 including:
•
•
•
•
•
•
•
•
•
•

Posting a dedicated Google Books privacy policy
Limiting collection of usage data
Limiting use of users’ book annotation data
Providing users with access to their account data
Allowing users to delete purchase histories and annotations
Seeking a probable cause standard for disclosure of user data to the
government, and a compelling-interest standard for civil litigant access to
user data
Notifying users when complying with any government or third party
request for user information, unless required by law not to do so
Releasing aggregate information about requests for user data
Retaining identifying data no longer than necessary, and
Securing user data.

The Electronic Frontier Foundation (representing a group of privacy authors and
publishers)6 and the Electronic Privacy Information Center7 also raised privacy
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concerns about the proposed settlement that the Commission should consider as
it evaluates the comprehensive privacy program in relation to Google Books.
This consent order presents a unique opportunity to shape best practices in
reader privacy for a major online service provider. The marketplaces for e-books
and for book search are both in formative stages, and the standards adopted by
Google can be highly influential for other market participants. We urge the
Commission to confirm that reader privacy deserves the same respect in the
online world that it has long demanded in the physical world by insisting on
strong protections for reader privacy in the comprehensive privacy program.
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